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1
Decision/action requested

It is requested to approve the change proposed in section 4 of this pCR.
2
References

[1]
3GPP TS 33.303 Proximity-based Services (ProSe); Security aspects 

3
Rationale

A solution addressing IMSI privacy has been approved in #88 meeting, however an editor’ notes has been left during the meeting.
Editor's note: How to prevent track of PRUK ID and other eRemote UE ID is FFS.
PRUK ID is defined in [1] which is used to identify a PRUK (ProSe Relay User Key). A Remote UE requests or updates the PRUK from ProSe Key Management Function (PKMF) by sending a Key Request message. The PKMF responses the Key Request with a Key Response message. The Key Response message includes the PRUK and PRUK ID. Detail description in [1] subclause 6.7.3.2.1.1 is showed below:
1a. The Remote UE sends a Key Request message to the PKMF of the UE-to-network relay. The message indicates that the Remote UE is requesting a ProSe Relay User Key (PRUK) from the PKMF. If the Remote UE already has a PRUK from this PKMF, the message shall also contain the PRUK ID of the PRUK. 

1b. The ProSe Key Management Function shall check that the Remote UE is authorised to receive UE-to-network Relay service from one of its relays. This is done by using the Remote UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the Remote UE is successfully authorised, the PKMF sends a Key Response message to the Remote UE that may contain a PRUK and PRUK ID. If a PRUK and PRUK ID are included, the Remote UE shall store these and delete any previously stored ones for this ProSe Key Management Function.
…

4b. If the PKMF confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the PKMF decides if it requires a new PRUK for this UE, i.e. policy in the PKMF decides that PRUK ID needs refreshing or the relay provided the IMSI of the UE. If so the PKMF proceeds as follows:

If the PKMF supports the Zpn interface to the BSF of the UE, the PKMF shall request a GBA Push Info (GPI – see TS 33.223[38]) for the Remote UE from the BSF. When requesting the GPI, it includes a non-zero 64-bit PRUK ID in the P-TID field. On reception of the GPI, the PKMF uses Ks(_ext)_NAF as the PRUK. 

If the PKMF support the PC4a interface to the HSS of the UE, then the PKMF shall request an Authentication Vector (AV) for the UE. On receiving the AV, the PKMF locally forms the GPI including a non-zero 64-bit PRUK ID in the P-TID field and sets PRUK as above. 

This implies that the PRUK and PRUK ID could be refreshed upon RKMF policy. The PKMF can refresh the PRUK ID and PRUK to avoid tracking of the eRemote UE. It is proposed to delete the editor’s note.
4
Detailed proposal

6.7.2
Solution details  
To protect the eRemote UE’s IMSI against the eRelay UE, the one-to-one communication establishment procedure and attach procedure shall be enhanced as following:

NOTE1: 
The following flow focuses on concealing IMSI to the eRelay UE. The detailed procedure of one-to-one communication establishment will be described in solution 6.X.
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Figure 6.7.2:IMSI privacy when sending Attach from eRemote UE

0.  The eRemote UE and the eRelay UE fetch necessary security parameters required to protect eRelay Discovery from the PKMF.

1.  The eRemote UE requests or updates PRUK from the PKMF.

2.  The eRemote UE discovers the eRelay UE through whether Model A or Model B eRelay Discovery.

3.  The eRemote UE sends Direct Communication Request to the eRelay UE to establish one-to-one connection with the eRelay UE. The Direct Communication Request contains the Long Term ID of the eRemote UE. The Long Term ID is the PRUK ID for the eRelay service. If the PRUK ID is not available, in order to conceal IMSI against the eRelay UE, the Long Term ID contains other identity to identify the eRemote UE, i.e. B-TID/P-TID generated during bootstrapping procedure for acquiring discovery security parameters from the PKMF. If all of above identities are not available, MSISDN of the eRemote UE could be used.

NOTE2: 
As a successful discovery is perform before sending Direct Communication Request, the eRemote UE establishes TLS connection with the PKMF to acquire discovery security parameter. Bootstrapping procedure is executed for generating keys for TLS connection. So B-TID/P-TID derived from the bootstrapping procedure are stored in the eRemote UE.
NOTE3: 
For using MSISDN, it requires the PKMF stores the MSISDN. 
4.  The eRelay UE sends Key Request to the PKMF. The Key Request contains the PRUK ID or B-TID/P-TID or MSISDN received from the Direct Communication Request.

5.  The PKMF gets the eRemote UE’s IMSI based on the received PRUK ID or B-TID/P-TID or MSISDN. The PKMF acquires the IMSI locally by the PRUK ID/MSISDN or acquires from BSF by the indicated B-TID/P-TID.

6.  The PKMF assists to establish one-to-one communication between the eRemote UE and the eRelay UE. In this procedure, if PRUK ID is not received, the PKMF fetches GPI and forms PRUK for eRemote UE, and the PRUK ID is generated by the PKMF and included in the GPI.

7.  The PKMF update subcscription data in HSS by sending an Update Subcscription Data message for the eRemote UE. The PRUK ID and the eRemote UE’s IMSI are included in the message. The HSS stores the mapping of the PRUK ID and the eRemote UE’s IMSI.

8.  The eRemote UE sends an Attach message to MME. When eRemote UE doesn’t have GUTI, the eRemote UE will use the PRUK ID instead of IMSI to identify itself.

9.  The MME proceeds with the Attach message. When requesting authentication data from the HSS, the PRUK ID is used as the eRemote UE’s identity.

10.  The HSS identifies the IMSI of eRemote UE based on the PRUK ID, and responses with AV and the IMSI of eRemote UE.

11.  The MME performs other steps of attach procedure. 

NOTE4:
The mechanism for IMSI privacy is the same when the eRemote UE responses an Identity Resposne upon receiving an Identity Request.
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